
INTERNET SAFETY 
NAVIGATING THE DIGITAL WORLD





Domestic Minor Sex Trafficking (DMST)

The commercial sexual exploitation of 
children in the United States through 
prostitution, pornography, or sexual 

performance in exchange for something 
of value, like money, food, or shelter.

Source: Shared Hope International 



Why are our kids at risk?

Source: “Child Sexual Abuse: What Parents Should Know,” American Psychological 
Association. & Girls Educational & Mentoring Services (GEMS)



Sources: TBI: Tennessee Human Sex Trafficking and Its Impact on Children and Youth, 2011. 

Estes and Weiner 2001, The commercial sexual exploitation of children in the U.S., Canada and Mexico. Executive Summary: Of the U.S. 
national study. Philadelphia, PA: University of Pennsylvania, School of Social Work.



Why Sex Trafficking

• Easier to conceal than weapons 
• Humans are a “renewable resource”
• Internet is an easy, accessible venue; widespread, 

provides anonymity 
• “Culture of sex” 



DMST is considered the most under-reported, 
most under-identified, and most extreme form of 
commercial sexual exploitation facing children 

today. 

Linda Smith, et al., The National Report on Domestic Minor Sex Trafficking: America’s Prostituted Youth, p. 4 
(Shared Hope Int’l: July 2009) (internal citations omitted).



How do perpetrators reach victims?

Image Sources: Google Images



How do perpetrators reach victims?

Image Source: Google Images



The Digital Age

• Teens are digital 
natives

• Enmeshed and 
online daily

• Find self-identity 
online

• Adult care givers 
are NOT digital 
natives

• Some fear
• Some Knowledge
• Myths

*Information from Aubrey Maples, Knoxville Police Department



Digital Native = Digitally Literate

Decreased Critical 
Thinking Skills

Poor Choices 
in Sharing Info

Increase in 
Risky Behaviors

*Information from Aubrey Maples, Knoxville Police Department



Youth and Technology: What We Know

Of the cases involving internet initiated sex crimes:

• 76% first encounters of a predator took place in an online 
chat room

• 27% of incidents, solicitors asked youths for sexual 
photographs of themselves

• 47% of the cases’ predators offered gifts or money during the 
relationship-building phase

• Of respondents to a survey of juvenile victims of Internet-
initiated sex crimes, the majority met the predator willingly 
face-to-face and 93% of those encounters had included 
sexual contact

Dru Sjodin National Sex Offender Public Website (NSOPW)



Youth and Technology: The Problem

• Predators seek youth who:
• vulnerable to seduction, including those with 

histories of sexual or physical abuse 
• post sexually provocative photos/videos online
• talk about sex with unknown people online
• Post comments about being neglected or unloved, 

or ”their parents just don’t understand”

Dru Sjodin National Sex Offender Public Website (NSOPW)



ADULTS AND TECHNOLOGY

• While teens make dumb decisions online, this applies to 
US, too.

• We also have the disadvantage that we are NOT digital 
natives, like the youth, AND we are not necessarily digitally  
literate.

• Ask yourself:
• Who do you accept friend requests from?
• Do you share your location online?
• Do you tag your children/other people’s children online?
• What do you hashtag?
• What do you reveal in your photos you post online? (About 

yourself + your children)
• Do you give access to your mic + photos + location?



Parental Responsibilities

• Follow your children online. (Create those accounts)
• Check unknown utilities!
• Check your own location services. 
• Count your tags & Check-ins.
• Sync your devices
• Check iTunes Regularly
• Check age restrictions for downloads
• Follow friends for duplicate accounts.



Syncing Apple Devices



Syncing Your Device with ONE iCloud 
account



Syncing Your Device with ONE iCloud 
account

*The number must be on your apple account, and ensure 
you are only receiving as the number, not sending.



Learn what’s been downloaded

• In iTunes & App Stores, ensure your Updates have 
automatic Downloads

• Also, require passwords for downloads and email updates
• Turn on Safari and Keychain in iCloud to sync your devices



Learn what’s been downloaded

• Use the App Store to determine which items have been 
previously downloaded onto devices.



iCloud Family Share

Image Source: Apple.com



NEW:
Screen Time Feature via 

Family Share
(i.e. this can be done from 
your own Apple device)



Screen Time Feature



Screen Time Feature: Downtime



Screen Time Feature: 
App Limits



Screen Time Feature: Restrictions



Options for Androids



Androids
• Do not have built in security “box features” of 

Apple devices; however, you can upload apps to 
Android devices to make them more secure.

• Some options:*
• Net Nanny
• Norton Family Premier
• Kaspersky Safe Kids

* These app reviews and photos are from tom’s guide. For 
more information on these specific internet safety apps, visit 
the article at:  https://www.tomsguide.com/us/best-
parental-control-apps,review-2258.html



Net Nanny
Best overall

Source: https://www.tomsguide.com/us/best-parental-control-apps,review-2258.html

THE GOOD: THE BAD:
• Great design • No call/text monitoring

• Excellent web filters • A bit expensive
• Near parity between Android, iOS versions
• Time allowance & ability to block apps
• Location tracking

Net Nanny Family Protection Pass: $54.99/year

VERDICT:
Zift/Net Nanny has excellent web-filtering technology and a modern, 
intuitive design. Among all the parental-control apps we tried, it comes 
closest to having feature parity between its iOS and Android versions. 



Net Nanny

Source: https://www.tomsguide.com/us/best-parental-control-apps,review-2258.html



Norton Family Premier
Top Pick

Source: https://www.tomsguide.com/us/best-parental-control-apps,review-2258.html

THE GOOD: THE BAD:
• Wide feature set • Clunky parental app
• Excellent web filters & monitoring • Expensive for single 
• Unlimited devices child
• Daily time management & ability to block apps   • No geofencing
• Location tracking
• Text Message Monitoring

Norton Family Premier: $49.99/year

VERDICT:
Norton Family Premier's power and features are ideal for Android 
households with many children, offering nearly every feature a 
parent could want. This service provides location-tracking, time-
scheduling, web-filtering and -monitoring capabilities, time 
allowances, App management and text-message monitoring.



Norton Family Premier

Source: https://www.tomsguide.com/us/best-parental-control-apps,review-2258.html



Kaspersky Safe Kids
Bargain Option

Source: https://www.tomsguide.com/us/best-parental-control-apps,review-2258.html

THE GOOD: THE BAD:
• Very affordable/ several free features • Web portal slow at times
• Web filters & monitoring • Confusing user interface
• Individual app usage controls
• Screen Time Management
• Location tracking
• Text/ Call Screening

Kaspersky Safe Kids: $14.99/year
VERDICT:
The free version of Kaspersky Safe Kids monitors a single child's 
smartphone or computer (Windows or Mac), offering most of the top 
features found in any parental-control service. For parents with multiple 
devices to monitor, Kaspersky Safe Kids' premium option is the most 
affordable that we tested.



Kaspersky Safe Kids

Source: https://www.tomsguide.com/us/best-parental-control-apps,review-2258.html



Google Family Link

Source: https://families.google.com/familylink/setup/



Google Family Link

Source: https://families.google.com/familylink/setup/



Google Family Link

Source: https://families.google.com/familylink/privacy/notice/

According to Google Parent Disclosure:

“FAMILY LINK - TOOLS FOR PARENTS:
• After you create your child’s account, you can use Family Link to help you do things like:
• Approve your child’s downloads and purchases from Google Play and limit the visibility of content in 

the Google Play Store based on maturity ratings;
• Manage settings such as SafeSearch for Google Search;
• Review your child’s app permissions on Android, such as microphone, camera, location, and 

contacts access;
• Change the content filtering setting and turn search on or off in the YouTube Kids app;
• Reset your child’s Google Account password;
• Set screen time limits on your child’s Android devices;
• See the location of your child’s Android device;
• Manage the activity settings for your child’s Google Account; and
• Allow a second family member to exercise the same controls you have over your child’s account.

• These tools can help you set digital ground rules for your family. Some Family Link settings are 
modifiable on the web, but you’ll need the Family Link app to access the full set of tools. For example, 
you must download the Family Link app to use features for your child’s Android device like screen 
time limits or app activity. Please keep in mind these tools have limitations and will not always work. 
For example, you won’t be able to see your child’s device location in the Family Link app, unless the 
device is on, connected to the internet, and recently active. Additionally, filters like SafeSearch are 
not perfect, so explicit, graphic, or other content you may not want your child to see makes it 
through sometimes…”



Google Family Link

Source: https://families.google.com/familylink/privacy/notice/

According to Google Parent Disclosure:

“YOUR CHILD’S GOOGLE ACCOUNT
Keep in mind that your child’s Google Account will be like your own and offers 
access to many of Google’s products and services, including general 
audience services that you may use yourself, such as Chrome, Search, Gmail, 
Google Play, Hangouts, and Google Assistant. Most of these products and 
services have not been designed or tailored for children, and your child may 
use them to communicate with others or to find content that you consider 
inappropriate.

Your child will be able to use their account to do things like:
• Access and search the internet;
• Send and receive emails, chat messages, video and voice calls;
• Subject to the Google Play approval settings for their account, purchase and 

download apps and games, music, movies, books, and other content 
available on Google Play, as well as make in-app purchases;

• Create, view, share, and receive content, including photos, videos, audio, 
notes, presentations, documents, and more; and

• Track health and fitness details such as activity level, heart rate, blood 
pressure or nutrition in Google Fit.”



Google Family Link

Google released Family Link in 2017.

As with any product, we recommend reading 
through the Parent Disclosure before using it, and 

then use your discretion on whether or not you feel 
this is a good fit for your family.

For more information on Family Link, visit: 
https://families.google.com/familylink/

Parent Disclosure Form: 
https://families.google.com/familylink/privacy/notice/



Monitoring Devices for the home

• Disney Circle
• Qustodio
• Avira
• Net Nanny
• Mspy
• Nesanity
• Covenant Eyes
• Teen Safe Control
• Web Watcher

• McAfee Safe Eyes
• Witigo Parental Filter
• Verity
• Content Barrier
• Pure Sight
• Mobile Watchdog
• Elite Keylogger
• Cyber Sitter
• SpyAgent



All Electronic Devices



Location 
Services:

How many apps 
use them?



Photos on 
your phone

• Contain metadata info, 
like where/when photo 
was taken

• Uploading photos to 
certain platforms 
provides that info to the 
public

• Once published, it is 
permanently on the 
internet

Source: Guerry, Richard. Creating a Mindset That Our Digital Actions Are Public and Permanent. 2013.



Vulnerability  in Technology

Of Youth-produced sexual content - 89.9% OF ALL MATERIAL 
was redistributed on a third party website. 

Source: Internet Watch Foundation, 2015 Study Minors Distributing Sexually Explicit Content via Webcams/Smartphones



Apps to watch for



Finsta stands for (F)Instagram
[Fake Instagram]

• Where kids post photos + content they don’t want 
everyone to see

• May post actual personality pics 
• May include cheeky posts or inappropriate, “sorry, 

Mom” content

Image Source: Flocku.com



Does my kid have a (F)instagram?

 Ask your child

 Check 
dropdown 
menu next to 
username for 
additional 
accounts

 Review their 
friends list, 
they may 
follow their 
“Finsta”

Hope + Future

Hope + Future









Dating Apps + Websites 
Commonly Used for Solicitation

BarebackRT.com





Youth Exposure to Porn
Average age a kid first views porn is 8-11 years old – Fight the New Drug



Hiding Apps



Games to watch for:

BLUE WHALE
(Twitter word CURATOR)



Stay up-to-date with Apps
• Set Google Alerts
• Follow trending Apps
• Look for similar Apps
• Follow Common Sense Media



Know the lingo…



Watch for signs



Information Overload:
What are you telling about yourself + your family



Beware of Requests Online

The power of the “Crop” + the 
automatic “Public” profile 

update



Do you check-in?



#hashtagging



#hashtagging



Check your privacy
• Followers receive notifications of ALL: 
• updates
• check-ins
• locations
• profile and background changes
• anything you are tagged in

• What can you do?
• Visit your privacy settings to update and change your restrictions 

on Facebook

• Ensure your location services is disabled when you are not using an 
app on your smart device, as well to reduce other apps from 
logging in and monitoring your location or “pinging” you



Truth about followers



What’s in a photo?

Source: Google Images



What happens when you zoom in?



Effects of a post



Have open lines of communication

• Sexting – texting/Snapping nude photos
• (S)Extortion
• Coercion - threats
• Trafficking



The Victims

Children or youth:

• Of any socio-economic class

• Of LGBTQ population

• Of ethnic minorities

• Neglected. Bored. Insecure. Isolated. Sad. Angry. Depressed.

• Sexually abused. Chronic troublemakers. Drug abusers.

• Of runaways or “throwaway” population: 
60% of children estimated to be at risk of commercial sexual exploitation fall in this category

• Of the foster care/welfare system: 
50-90% of child sex trafficking victims have been involved in the child welfare system

Source: National Incidence Study of Missing, Abducted, Runaway and Thrownaway Children (NISMART-2). & THORN 



Who are the perpetrators?



Grooming

• Grooming + Coercion = 
Attachment

• Convince victims they love them

• Isolate victims from family, friends, 
and school

• Methodically strip away self-esteem 
and assert total control-mandating 
how to walk, talk, what to wear, 
when to eat, when to sleep, and 
where to sleep

• Get victim hooked on drugs to 
increase dependence

• Re-name victim-erase former identity

• Force/Fraud

• Fraud: utilize social media, 
internet offers for music tryouts, 
and jobs in other cities

• Utilize Others: bottom girls, 
madams, peers or relatives to 
recruit

• In schools

• Online: Target those who display 
vulnerabilities or participate in 
risky behaviors online



Possible Warning Signs

• Suddenly withdraws or seeks 
isolation 

• Carries a lot of cash
• Maintains poor personal 

hygiene 
• Dresses inappropriately for 

weather or setting
• Resists being truthful or open
• Sustains bruises or 

unexplained injuries
• Dates a much older person
• Chats on internet with 

strangers
• Low self-esteem

• Misses normal activities with 
unexplained absence

• Distinctive tattoos or 
branding mark

• Frequent school absences 
and/or poor performance

• Inability of fear of social 
interaction

• Unexplained sudden 
increase in money, clothing, 
or other goods

• Inconsistency when 
describing  or recounting 
events

Source: Gems & Shared Hope International



Reporting Child Trafficking
Where there is immediate danger 

Call 911
1. If you believe you have identified a victim of human trafficking or 

sexual exploitation, DO NOT intervene as this could put the victim in 
more harm.

2. Memorize as many details as you can (i.e. approximate age of victim, 
height, hair color, any distinct marks on body, location you saw 
victim, license plate number, etc.). 

3. Write down any suspicious activity or signs you identified (i.e. marks on 
body, abnormal behavior, conversations, etc.)

For adults (over 18) report information to either:
TN Human Trafficking Hotline 1-855-558-6484

National Human Trafficking Hotline 1-888-373-7888 OR TEXT 233733

For minors (under 18) make a report to BOTH:
Tennessee DCS Intake Number 877.54.ABUSE (877.542.2873) 

& TN Human Trafficking Hotline





How Do We END IT?
REPORT suspicious behavior

Stand Up Against Pornography
If there’s no market, there’s no need for a product

SHARE
Schedule a DMST or Internet Safety Training for adults + youth

VOLUNTEER
Sign up for our newsletter at streethopetn.org to receive 

notifications on volunteer opportunities

PRAY
Join our Prayer Gatherings the last Tuesday night of every month 

at 7pm at West Park Baptist Church

GIVE
Support our efforts to prevent sexual exploitation + provide a 

path to restoration for child survivors of sex trafficking
Text GIVE to 629-219-2853



”You may choose to look the 
other way, but you can never 

again say that you did not 
know.”

-William Wilberforce



Questions/Comments/Concerns?



For more information:

Street Hope TN
streethopetn.org

Samantha Hicks
samantha@streethopetn.org


