INTERNET SAFETY

NAVIGATING THE DIGITAL WORLD
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TREET OUR MISSION

¥Hope FREEDOM

WE WORK TO ELIMINATE THE SEXUAL EXPLOITATION AND TRAFFICKING
OF CHILDREN IN TENNESSEE AND PROVIDE SAFE ENVIRONMENTS
TC FOSTER HOPE AND HEALING THROUGH JESUS CHRIST

Street Hope TN is a faith-based nonprofit organization leading churches, community organizations,
and individuals on a comprehensive path to end Domestic Minor Sex Trafficking in Tennessee.

WE CARRY OUT OUR MISSION THROUGH:

Awareness

INCREASING KNOWLEDGE

The first step to eradicating modern-day slavery is letting people know it exists today.
There are no limits to where this darkness can and will travel. We engage people

through events, presentations, and educational programs.

Prevention

REDUCING VULNERABILITY

We work hard to prevent child sexual exploitation and trafhcking from ever happening.
We engage children, youth, and adults with prevention messages and trainings through

our Project POST curriculum, DMST trainings, and Internet Safety trainings.

Restoration

EMPOWERING SURVIVORS

We are building the first safe home, Garland Oaks, in East Tennessee for young girls

ages 12 to 17 who are victims of sex trafhicking. This Christ-centered home is a place where
survivors will ind healing, hope, and love. A place where survivors will receive education,
enrichment opportunities, counseling, and a place to feel safe. Most importantly, a place
where these girls will hear about the mighty name of Jesus and His abiding lowve for her.



Domestic Minor Sex Trafficking (DMST)

The commercial sexual exploitation of
children in the United States through
prostitution, pornography, or sexual

performance in exchange for something
of value, like money, food, or shelter.

r Source: Shared Hope Internationa



Why are our kids at risk?

By adulthocd. 1in 4 girls &1in6 boys e
will have been sexually abused

Peeee

At least 707% of victims of DMST were
first victimized IN THEIR OWN HOME!

Source: “Child Sexual Abuse: What Parents Should Know,” American Psychological
Association. & Girls Educational & Mentoring Services (GEMS)



MINUTES

A CHILD IS so

FOR SEX IN THE U.S.

13

YEARS OLD

EVERY

s the average
age a child
becomes a

victim of DMST

!

Sources: TBl: Tennessee Human Sex Trafficking and Its Impact on Children and Youth, 2011.

Estes and Weiner 2001, The commercial sexual exploitation of children in the U.S., Canada and Mexico. Executive Summary: Of the U.S.
national study. Philadelphia, PA: University of Pennsylvania, School of Social Work.



Why Sex Trafficking

» Easier to conceal than weapons
 Humans are a “renewable resource”

* Internet is an easy, accessible venue; widespread,
provides anonymity

« “"Culture of sex”



DMST Is considered the most under-reported,
most under-identified, and most extreme form of
commercial sexual exploitation facing children
today.

Linda Smith, et al., The National Report on Domestic Minor Sex Trafficking: America’s Prostituted Youth, p. 4
(Shared Hope Int'l: July 2009) (internal citations omitted).



How do perpetrators reach victims?
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How do perpetrators reach victims?




The Digital Age

I AR AR » Teens are digital
| HAVENO IDEA G

 Enmeshed and
online daily

 Find self-identity
online

* Adult care givers
are NOT digital

A < H"!‘
WHAT-TODO WITII (V@ natives
“n" ns )h , Isv\oyThes Knowledge

r *Information from Aubrey Maples, Knoxville Police Department



Digital Native # Digitally Literate

Decreased Critical
Thinking Skills

\ 4

Poor Choices
INn Sharing Info

\ 4

Increase in
Risky Behaviors

*Information from Aubrey Maples, Knoxville Police Department



Youth and Technology: What We Know

Of the cases involving internet initiated sex crimes:

« 76% first encounters of a predator took place in an online
chat room

« 27% of incidents, solicitors asked youths for sexual
photographs of themselves

« 47% of the cases’ predators offered gifts or money during the
relationship-building phase

« Of respondents to a survey of juvenile victims of Internet-
iNnifiated sex crimes, the majority met the predator willingly
face-to-face and 93% of those encounters had included
sexual contact

y Dru Sjodin National Sex Offender Public Website (NSOPW)



Youth and Technology: The Problem

* Predators seek youth who:

 vulnerable to seduction, including those with
histories of sexual or physical abuse

« pOSt sexually provocative photos/videos online
 talk about sex with unknown people online

« Post comments about being neglected or unloved,
or "their parents just don’t understand”

y Dru Sjodin National Sex Offender Public Welbsite (NSOPW)



ADULTS AND TECHNOLOGY

* While teens make dumlb decisions online, this applies to
US, too.

 We also have the disadvantage that we are NOT digital
natives, like the youth, AND we are not necessarily digitally
literate.

« Ask yourself:
« Who do you accept friend requests from?e
« Do you share your location online?
« Do you tag your children/other people’s children online?
« What do you hashtag?¢
« What do you reveal in your photos you post online¢ (About

yourself + your children)
y « Do you give access to your mic + photos + locatione



Parental Responsibilities

« Follow your children online. (Create those accounts)
« Check unknown utilities!

« Check your own location services.

« Count your tags & Check-ins.

« Sync your devices

« Check iTunes Regularly

« Check age restrictions for downloads

« Follow friends for duplicate accounts.



Syncing Apple Devices

14



Syncing Your Device with ONE iCloud
account

seeel ATET = 7:48 AM L O X Iy

Settings

" ('; ,.J 3 D Mail, Contacts, Calendars

Notes

( Settings Messages

Text Message Forwarding 1 Dev...

Allow your iPhone text messages to also be

Se tt] n ry S E . sent and received on other devices signed in
: Reminders to your iMessage account.

&"i Phone Send Read Receipts

u MESSEQES Allow others to be notified when you have
read their messages.

|" o FaceTime

ki Send as SMS O

o 1 Maps
Send as SMS when iMessage is unavailable.
Carrier messaging rates may

. Compass

0 Safari Send & Receive 1(865)




Syncing Your Device with ONE iCloud
account

€ Messages iMessage

sesco ATAT = 7:49 AM L O 4

( Messages iMessage Apple ID: jamiefromberger@yahoo.com

YOU CAN BE REACHED BY IMESSAGE AT
Apple ID:

v +1(865)
YOU CAN BE REACHED BY IMESSAGE AT

v +1(865)
+1 (865)

+1(865)

v +1(865)
+1(865) jamiefromberger@yaho... (D
jamiefromberger@yaho... ©) PRI LT
Add An Email... START NEW CONVERSATIONS FROM

X {865)-

*The number must be on your apple account, and ensure
g you are only receiving as the number, not sending.



Learn what’'s been downloaded

AUTOMATIC DOWNLOADS ' 1} contacts
- A

Music - Calendars

Apps : Reminders

ﬁ Books 0 Safari
\ ~, Notes
(=) News
Automatically download new purchases
{(including free) made on other devices.
@ Wallet
Use Cellular Data Backup on
Use cellular network for automatic a Keychain Off
downloads.
. Find My iPhone On

BliAssESTER ARPE

* In ITunes & App Stores, ensure your Updates have
automatic Downloads

» Also, require passwords for downloads and email updates
w- Turn on Safari and Keychain in iICloud to sync your devices



Learn what’'s been downloaded

The Weather Channel -
The local forecasts, radar...
TR d 'he Weather Channel Int... (|

Channel

« Use the App Store to determine which items have been
y previously downloaded onto devices.



iCloud Family Share

Get organized.

One adult in your household — the
organizer — chooses the features your
family will share and invites up to five
family members to join. Your family can
share iTunes, Apple Books, and App Store
purchases, an Apple Music family
subscription, a single iCloud storage plan,
and more. Once family members join,
Family Sharing is set up on everyone’s
devices automatically.

Learn how to set up Family Sharing »

Image Source: Apple.com

e

-

al 7 9:41 AM 100% ()

{ Back Cancel

i,

Get Started

Choose the first feature you'd like to share
with your family.

.Z iTunes & App Store Purchases
- \ Share everyone's purchased apps,

music, movies, books, and TV shows.

Apple Music
Get unlimited music for the whole family
with a family membership.

iCloud Storage
‘ Share a storage plan for everyone's photos,
files, and backups

Location Sharing
M Share your location with family members in
WY Messages and Find My Friends.

il F 9:41 AM 100% ()

{ Apple ID  Family Sharing

FAMILY MEMBERS

% Derek Parker (Me)

Organizer

Emily Parker

Parent/Guardian

Meg Parker
=P Agels

Jimmy Parker
Age 12
Olivia Parker
Age 8

Add Family Member

Up to six people from your household can be in a family.
Only the organizer can add family members.

SHARED FEATURES

Purchase Sharing On
J7  Apple Music On
® iCloud Storage on
7
—




!l U.S. Cellular == 3:52 PM 26% @ )

Cancel

Screen Time for
Your Family

View your child’s screen time reports and
set parental controls right from your N EW:

iPhone. . .
o Screen Time Feature via
To get started, add a child with an existing .
Apple ID, or create a new child account. Fq mlly Shqre
Learn more about Family Sharing (Ie ThIS can be done from
your own Apple device)

Add Child

Create a Child Account



Screen Time Feature

il U.S. Cellular = 3:48 PM 16% @) o1l U.S. Cellular == 3:57 PM 16% @)
< Settings Screen Time Enter Passcode Cancel
Th 54m
|
Social Networking Entertainment  Productivity
44m 27m 20m

Enter Screen Time Passcode

O O O O

Downtime
Schedule time away from the screen.

App Limits
Set time limits for apps.

Always Allowed
Choose apps you want at all times.

Content & Privacy Restrictions
Block inappropriate content.

. ABC DEF
Use Screen Time Passcode

Use o #eTeen Time settings, and to

allow for more time when limits expire. akl 2L MNO
. PQRS TUV WXYZ

Share Across Devices O 2

You can enable this on any device signed in to iCloud to 0 @

report your combined screen time.



Screen Time Feature: Downtime

il U.S. Cellular = 3:47 PM 16% @) w0l U.S. Cellular = 3:49 PM 16% @)

{ Screen Time  Downtime < Back Always Allowed

Always allowed apps are available during downtime, or if
you selected the "All Apps & Categories” app limit.

Downtime () ALLOWED APPS:

Set a schedule for time away from the screen. During @ BheHe
downtime, only apps that you choose to allow and phone
calls will be available.

Start 10:00 PM Q ﬁ 2
FaceTime
End 7:00 AM © Y5 Maps
@
Downtime will apply to all devices that are using iCloud

for screen time. A downtime reminder will appear five
minutes before downtime. CHOOSE APPS:

Activity
AirBrush
American

App Store
Apple Support

Baby Names

Bible



a1l U.S. Cellular = 3:48 PM 16% @)

< Screen Time  App Limits

Set daily time limits for app categories you want to
manage. App limits reset every day at midnight.

Add Limit
il U.S. Cellular = 3:49 PM 16% @)
Cancel Choose Apps Add

CATEGORIES
@ = Al Apps & Categories

Social Networking
Pinterest, Facebook, and 6 more

"  Games

Entertainment
Netflix, IMDb, and 5 more

Creativity
Photos, AirBrush, and 2 more

Productivity
Mailchimp, Lighting, and 14 more

®. Education

Reading & Reference
American, WBIR Weather, and 6 more

Health & Fitness
Health, Pregnancy, and 2 more

Other

Screen Time Feature:
AppP Limits

sl U.S. Cellular = 4:21 PM 24% @)
<  Social Networking & Entertainment
Time 2 hr
: 59
2 hours O min
3 T

Customize Days

App limits apply to all devices that are using iCloud for
screen time. A notification will appear five minutes
before the limit expires.

Block At End of Limit - @

Turn on to block the app when the limit expires.

APPS & CATEGORIES

o Social Networking
~* Pinterest, Facebook, and 6 more

Entertainment

i Netflix, IMDb, and 5 more



Screen Time Feature: Restrictions

w1 US. Cellular & 3:52 PM 16% @) ,
e e Bluetooth Sharing Allow
£ Content & Privacy Restrictions
Microphone Allow
Content & Privacy Restrictions
Speech Recognition Allow
iTunes & App Store Purchases Agiertising Allaw
Media & Apple Music Allow

Allowed Apps

Content Restrictions ALLOW CHANGES:

Passcode Changes Allow
PRIVACY
Location Services Don't Allow AgcountCnanges Allow
Cottants A6 Cellular Data Changes Allow
T —_— Allow Volume Limit Allow
REFiRdERS Al6Hi Do Not Disturb While Driving Allow
Photos A6 TV Provider Allow

Background App Activities Allow

Share My Location Don't Allow



Options for Androids

¥



Androids

* Do not have built in security “box features” of
Apple devices; however, you can upload apps to
Android devices to make them more secure.

- Some options:*
* Net Nanny
* Norton Family Premier
« Kaspersky Safe Kids

*These app reviews and photos are from tom’s guide. For
more information on these specific infernet safety apps, Visit
the article at: https://www.tomsgquide.com/us/best-

y parental-control-apps,review-2258.htmi




Net Nanny

Best overall

THE GOOD: THE BAD:
« Great design * No call/text monitoring
« Excellent web filters * A bit expensive

* Near parity between Android, i1OS versions
» Time allowance & ability to block apps
« Location tracking

(@ Net Nenny*

Net Nanny Family Protection Pass: $54.99/year

VERDICT:

Lift/Net Nanny has excellent web-filtering tfechnology and a modern,
iIntuitive design. Among all the parental-control apps we tried, it comes
closgs’r to having feature parity between its iOS and Android versions.

Source: https://www.tomsguide.com/us/best-parental-control-apps,review-2258.html|
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Net Nanny
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Norton Family Premier

Top Pick
THE GOOD: THE BAD:
» Wide feature set « Clunky parental app
« Excellent web filters & monitoring - Expensive for single
« Unlimited devices child

« Daily time management & ability to block apps « No geofencing
« Location tracking
« Text Message Monitoring

V’F Norton Norton Family Premier: $49.99/year

VERDICT:

Norton Family Premier's power and features are ideal for Android
households with many children, offering nearly every feature a
parent could want. This service provides location-tracking, time-
scheduling, web-filtering and -monitoring capabilities, fime.
allowances, App management and text-message monitoring.

Source: https://www.tomsquide.com/us/best-parental-control-apps,review-2258.html|




JEREMY"S TIME HOUSE RULES

Allowed and blocked hours
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Kaspersky Safe Kids
Bargain Option

THE GOOD: THE BAD:
* Very affordable/ several free features « Web portal slow at times
« Web filters & monitoring o Confusing user inferface

 Individual app usage controls
« Screen Time Management

« Location tracking

« Text/ Call Screening

Kaspersky®

Safe Kids
Kaspersky Safe Kids: $14.99/year

VERDICT:

The free version of Kaspersky Safe Kids monitors a single child's
smartphone or computer (Windows or Mac), offering most of the top
features found in any parental-control service. For parents with mulfiple
devices to monitor, Kaspersky Safe Kids' premium option is the most
affordable that we tested.

Source: https://www.tomsqguide.com/us/best-parental-control-apps,review-2258.html




Kaspersky Safe Kids

KASPERGKYS
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Google Family Link

-amily Link

As your child begins using their first Android* device, the Family Link app from '
Google can help you set certain digital ground rules. You can create a Google
Account for your child that's much like your own, and do things like manage apps,
keep an eye on screen time, and set a bedtime for your child's device.

GET STARTED

2

&
W

A

Source: https://famiIies.google.com/family‘link/setup/



Google Family Link

What you'll need: E—

&  Samantha
e Acompatible Android device for your child App activity Last 7 days
e A Google Account for your childf that's managed with Family Link
o Google Duo
e Your own compatible device (Android or iPhone) S
e Your own Google Account @ Toontastic 3D
e Tobeinan eligible area
G Chrome
9 min
SEE ALL
¥ In most countries, users 13+ can create their own Google Account. For users under the age of 13, parental Screen time - Samantha's Nexus 5X
consent is required to create a Google Account. Device unlocked @
¢ Bedtime

9PM -7 AM

Source: https://families.google.com/familylink/setup/



Google Family Link

According to Google Parent Disclosure:

“FAMILY LINK - TOOLS FOR PARENTS:

After you create your child’s account, you can use Family Link to help you do things like:

Approve your child’s downloads and purchases from Google Play and limit the visibility of content in
the Google Play Store based on maturity ratings;

Manage seftings such as SafeSearch for Google Search;

Review your child’s app permissions on Android, such as microphone, camera, location, and
contacfts access;

Change the conftent filtering sefting and turn search on or off in the YouTube Kids app;

Reset your child’s Google Account password;

Set screen time limits on your child’s Android devices;

See the location of your child’s Android device;

Manage the activity settings for your child’s Google Account; and

Allow a second family member to exercise the same controls you have over your child’s account.

These fools can help you set digital ground rules for your family. Some Family Link settings are
modifiable on the web, but yoU'll need the Family Link app to access the full set of tools. For example,
you must download the Family Link app to use features for your child’s Android device like screen
fime limits or app activity. Please keep in mind these tools have limitations and will not always work.
For example, you won't be able fo see your child’s device location in the Family Link app, unless the
device is on, connected tfo the internet, and recently active. Additionally, filters like SareSearch are
not perfect, so explicit, graphic, or other content you may not want your child to see makes it
through sometimes...”

Source: https://families.google.com/familylink/privacy/notice/



Google Family Link

According to Google Parent Disclosure:

“YOUR CHILD'S GOOGLE ACCOUNT

Keep in mind that your child’s Google Account will be like your own and offers
access to many of Google’s products and services, including general .
audience services that you may use yourself, such as Chrome, Search, Gmailil,
Google Play, Hangouts, and Google Assistant. Most of these products and
services have not been designed or tailored for children, and your child may
use them 1o communicate with others or to find conftent that you consider
INnappropriate.

Your child will be able to use their account to do things like:
« Access and search the internet;

« Send and receive emails, chat messages, video and voice calls;

« Subject to the Google Play approval settings for their account, purchase and
download apps and games, music, movies, books, and other content
available on Google Play, as well as make in-app purchases;

« Create, view, share, and receive content, including photos, videos, audio,
notes, presentations, documents, and more; and

» Track health and fithess details such as activity level, heart rate, blood
pressure or nutrition in Google Fit.”

Source: https://families.google.com/familylink/privacy/notice/



Google Family Link

Google released Family Link in 2017.

As with any product, we recommend reading
through the Parent Disclosure before using if, and
then use your discretion on whether or not you feel
this Is a good fit for your family.

For more information on Family Link, visit:
https://families.gooale.com/familylink/

Parent Disclosure Form:
hitps://families.google.com/familylink/privacy/notice/




Monitoring Devices for the home

Disney Circle

« Qustodio

« Avira

« Net Nanny

* Mspy

« Nesanity

« Covenant Eyes

« Teen Safe Confrol
« Web Watcher

McAfee Safe Eyes
Witigo Parental Filter
Verity

Content Barrier

Pure Sight

Mobile Watchdog
Elite Keylogger
Cyber Sitter
SpyAgent



All Electronic Devices

¥
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Photos on cn e
your phone — .

« Contain metadata info,
ike where/when photo
was taken Share My Location
« Uploading photos to
certain platforms
provides that info to the
public
 Once published, it is

After School
App Store
E Apple Watch Faces

¥ Apple Watch Workout

2 Bt a
permanently on the - mwa,nﬂ
infernet & Comens

w Source: Guerry, Richard. Creating a Mindset That Our Digital Actions Are Public and Permanent. 2013.



Vulnerability in Technology

Of Youth-produced sexual content - 89.9% OF ALL MATERIAL
was redistributed on a third party welbsite.

y Source: Internet Watch Foundation, 2015 Study Minors Distributing Sexually Explicit Content via Webcams/Smartphones



Apps to watch for

DOWN Dating: Flirt and Hookup

By Down, Inc.
This app is only available on the App Store for iOS de»

Houseparty

TikTok - including musical.ly
Short videos for you
musical.ly Inc.

#3 in Photo & Video
*dokodr 4.7, 520.7K Ratings

© meet Mo Lo « hisper

o
tumblr. &groupme - |




Finsta stands for (F)Instagram

[Fake Instagram]

 Where kids post photos + content they don’t want
everyone to see

* May post actual personality pics

 May include cheeky posts or inappropriate, “sorry,
Mom" content

Instagrom s Instagram s
é ( smaaashle@ ® 3h ;)@lle—y_D

mage Source: Flocku.com



Does my kid have a (F)instagram?

ull US. Cellular & 3PM % 93% )

v' Ask your child 2 =

186 198 38
p

osts followers following

v' Check ‘3{0792
dropdown s
MENU NeXt To e
username for
additional
accounts

ccccc

ack-to-

v' Review their
friends list, BT |
they may
follow their
“Finsta”



Mappen - Make
Something Happen

Find your friends and meet...
P S

4.4 % % % W #8 4+

What's New
Version 1.12.7

Version History
5d ago

- Get alerts when friends are nearby

- Get alerts when friends visit your

favorite places

- Surprises! We've hidden a game in Mappen you
can play with friends

- Bug fixes and performance improvements

Praview

App Store e« - 3:32 PM X A3% )

® mappen

GOT MAPPEN

| CANSEE WIHITE

: EMERYBODY:S DOING

SEE WHERE FRIENDS ARE AND MEET UP
Mappen helps you plan your social life by
showing you where friends are and what they're
doing so you can get together.

ADD PLACES TO YOUR MAP

Personalize your map with all your favorite
places and check out places your friends like to
eat, hangout and play. Add a note to each place
so friends know why you love it.

SAFE SHARING

Only friends you add can see you on the map.
Add friends you know IRL and you can stop
sharing at any moment.

WYD?

Show friends what you're doing with two taps,
and see what everyone else is up to. Update
your emoji status so friends know if they should
hit you up, text you to meet up for food, or drop
by while you're watching Netflix.

REACTIONS

Tap "React" on a friend and send one of 6 emoji
reactions to your friend to let them know you're
thinking about them.

() . 4

Games

(¢

Updates

) Q

Search

KEEP YOUR FRIENDS SAFE

Friends should look out for each other. Check
your map after getting together to see that
friends got home safe.

KIM IS NEARBY!
We'll let you know when your best friend is
getting close so you two can meet up.

BATTERY PROTECTION

We put over 50 years of combined engineering
experience into minimizing Mappen's battery
usage.

GO INVISIBLE ANYTIME

Go "invisible"” to hide your location when you
need extra privacy. You can choose to hide from
one friend or everybody depending on the
situation.

VolP CALLING FOR EASIER PLANNING

Our VoIP calling feature lets you call your friends
to finalize plans. This works over Wi-Fi, even if
you don’t have a cell connection.

App Store il = 3:33 PM R 43% @)




Q Pick your school

Knoxville Christian 45

oo BN Knoxville, TN Students Online

Bearden
Knoxville, TN Students Online

Ridgedale Alternative

Knoxville, TN

Knoxville Catholic 440
Knoxville, TN Students Online

Karns
Knoxville, TN Students Online

Christian 342

Knoxville, TN Students Online
West 4

Knoxville, TN Students Online

Webb 390

Knoxville, TN Students Online

Hardin Valley 1274
Knoxville, TN Students Online
Farragut 1102
Knoxville, TN Students Online
Apostolic Christian Academy - 33

. Maryville, TN
Grace Christian 208

Knoxville, TN Students Online
Powell




@’ omegle

Talk to strangers!

You don't need an app to use Omegle on your phone or tablet! The web site works great on mobile.

Orange loge site bad!

Omegle (oh-meg-ull) is a great way to meet new friends. When you use Omegle, we pick someone
else at random and let you talk one-on-one. To help you stay safe, chats are anonymous unless you
tell someone who you are (not suggested!), and you can stop a chat at any time. Predators have
been known to use Omegle, so please be careful.

If you prefer, you can add your interests, and Omegle will look for someone who's into some of the
same things as you instead of someone completely random.

By using Omegle, you accept the terms at the bottom. You must be 18+ or 13+ with parental permission.

Video is monitored. Keep it clean (! =

18+: (Adult) (Unmoderated Section)

What do you wanna talk about? Start chatting:

Video

— Add my Facebook likes as topics Spy (question) mode Unmoderated section

> College student chat




Dating Apps + Websites
Commonly Used for Solicitation

POF» ® Grindr

PlentyOfFish SCRUFF
ChatKi ’

BarebackRT.com e meetme

@lomegle  E Houseparty




Powered by (0 chatrandom

Enjoy Instant Random Video Chat

M1 67565 Users Online

\'4

Terms of Use & Privacy Policy

Promote Chatrandom on your website to earn lifetime revenue!



Youth Exposure to Porn

Average age a kid first views porn is 8-11 years old - right the New bDrug

Q #porn|
WHYISIT THA‘T .' i z: gggggeposts
THE MOST POPULAR =
SEARCHES IN POFIN
ARE THEMOST o
DISTURB|NG Ac-rs 3,740,866 posts
IN REAL LIFE? __
m .w"""" b : - ';:_ #pornmovie

<

s \ASSAU LT x ., R‘“’E

88,860 posts

" . o;wu'-.'o'? :

ABUSE STEP MO v

y ....“.‘Wk-‘.-

. TEEN: x

s N #pornografi
' 55,920 posts

#pornocu
199,514 posts




Hiding Apps
Gallery |
Lock Lite

Folders

Utilities

Secret Cé/culafor _
Pro AntiChat

Hi Calculator



Games to watch for:

BLUE WHALE

(Twitter word CURATOR)

RABLOX .o
MIHEL RAEYFORTNITE




Stay up-to-date with Apps

> * . Set Google Alerts

Featured Top Charts

Top Free d FO”OW Treﬂdiﬂg AppS
R . <inde « Look for similar Apps

Reference
KW 3TN 233 Ratin

e Follow Common Sense Media

For Parents

1. GarageBand
Music
WK K IIT 351 Ratings

4. Xcode
Developer Tools
KKK ITIT 796 Ratings

5. WhatsApp Deskto
Social Networking

KKK K5 151 Ratin (/ common sense media-

Reviews Top Picks Family Guides Parent Concerns

Alerts New Releases "
, - Find the good stuff, \
Monitor the web for interesting new content
KiGiEs faster — from books |
Q Create an alert about... tO YouTube
TV F
YouTube channel reviews are here! >
My alerts (9) < st Tiiles
child sexual abuse in TN P 4 ]
Books
child sexual exploitation TN V4 ]
Games
Devin Payne P4 ]
Apps
domestic minor sex trafficking V4 ] PP
sex trafficking y i Websites nc



Know the lingo...

IWSN - [ want sex now

GNOQC - Get naked on camera
NIFOQ - Naked in front of computer
PIR - Parent in room

CU46 - See you for sex

53X - Sex

9 - Parent watching

99 - Parent gone

1174 - Party meeting place
THOT - 1 hat hoe over there
CID - Acid (the drug)

Broken - Hungover from alcohol
420 - Maryuana

POS - Parent over shoulder
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KOTL - Aiss on the lips
(L)MIRL - Let's meet in real life
PRON - Porn

TDTM - lalk durty to me

8 - Oral sex

CD9 - Parents around/Code 9
IPN - I'm posting naked

LHG6 - Let's have sex

WTTP - Want to trade pictures?
DOGQC - Drug of choice

TWD - Texting while driwing
GYPO - Get your pants off
KPC- Aeeping parents clueless



o s el 1A 1M

“Our family’s story all started about five years ago with a 15-year-old boy named Bruce on
Instagram. Bruce was, like I said, a normal 15-year-old boy. What I didn’t know was that the
men who were acting as his “friends” had set Bruce up as a scout. His was the first safe face that
our children see; he was unknowingly luring young girls into his circle as prey for the men to
pick and choose from...If you do not know or understand what to look for or how to monitor
your child's social media use, then ask someone who does, someone you feel you can trust
with the life of your child.

This picture above of my daughters may have been the last picture I had with both of them
together. This was taken around the time Haylee met Bruce.”

-ScaryMommy.com for entire story




Information Overload:

What are you telling about yourself + your family

14



automatic “Public” profile

update
¥



Do you check-in?

Brycen Fromberger Chackad inat

March 31af at 6:05pm

Brycen Fromberger Chaecked in at
March 3 tat ot 7:00pm

Brycen Fromberger Chacked In at

Apell 15t 8l 71 Spm

Brycen Fromberger Chacked in ol
Apell Ard ol B:00am

Brycen Fromberger Choacked in at
April 4ih at 7:45am

Brycen Fromberger (Lhacked inat
April Tih at 6:08pm

Brycen Fromberger Chackad in at

Apsil Tth at T:01pm

Chic-Fil-A Kingston Pike #ChickenTenders

Baarden Baseball Fleld #LatsGoDodgers

Hegal Cinemas Wast Town Mall- Watching Batman v Superman
Coadar Springs Presbyterian Church Wi2 ather peoplie

Wast Hills Elemantary- Foaling tired (&)

Chic-Fil-A Kingaton Pika

Beardan Basaball Fiald #LetsGoDodgers



#firstdayofkindergarten

64,527 posts

Top Posts

®115 @s




O #blessed

#blessed
86,569,248 posts

#blessed |,
2,223,561 posts

#blessedday
429,009 posts

#blessedbe
323,889 posts

#blessedmom
195,437 posts

#hleccediin

#hashtagging

#bathtimefun
153,613 posts

o #Powellelementary]

#powellelement...
516 posts

Q. #firstdayofkindergarten

#firstdayofkindergarten
64,527 posts

#firstdayofkindergarten...

1,624 posts

#firstdayofkindergarte...

468 posts

#firstdayofkindergarte...

175 posts

#firstdayofkindergarten...

118 posts




Check your privacy

 Followers receive nofifications of ALL:
« ypdates

» check-Iins

 l[ocations

« profile and background changes

« anything you are tagged in

 What can you do?

« Visit your privacy settings to update and change your restrictions
on Facebook

» Ensure your location services is disabled when you are not using an
app on your smart device, as well to reduce other apps from
logging in and monitoring your location or “pinging” you
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Truth about followers

Who can follow me?

Computer Halp : # Share Article

Your friends automatically follow you. You can also let people who aren't your friends follow you.
To manage who can follow you:

1 Click ~ at the top-right comer and select Settings.

2 Click Public Posts on the left.

3 Select Friends or Public next to Who Can Follow Me.

See Who's Following You

If you've allowed people to follow you, you can see a list of your followers by going to your profile,
clicking Friends below your cover photo and then clicking More > Followers. If you don't have
any followers, you won't see this option.

Note: If you let people who aren't your friends follow you, people who send friend requests that
you ignore or delete will automatically start following you. If you don't want someone to follow you,
you can block them at any time.



What's in a photo?

Source: Google Images



What happens when you zoom in?




Effects of a post
< -

The players who made the gesture belonged

to the Atlee team out of Virginia, and their YAI—I-OO;' .

target was a team from Kirkland,

Washington. Atlee won the Junior World

nt's i
Series game on Friday, 1-0, but the outcome Student's ﬂalllll'ﬁlll'latﬂ
was reversed when officials saw the photo. EIIHIIEIIEI Eﬂ'ds fmthﬂ“

career, alters many lives

BY JAY BUSBEE
DECEMBER 19, 2017




Have open lines of communication

« Sexting — texting/Snapping nude photos
« (S)Extortion

« Coercion - threats

 Trafficking



The Victims

Children or youth:

« Of any socio-economic class

« Of LGBTQ population

» Of ethnic minorities

* Neglected. Bored. Insecure. Isolated. Sad. Angry. Depressed.

» Sexually abused. Chronic tfroublemakers. Drug abusers.

« Of runaways or “throwaway” population:
60% of children estimated to be at risk of commercial sexual exploitation fall in this category

« Of the foster care/welfare system:
50-90% of child sex trafficking victims have been involved in the child welfare system

r Source: National Incidence Study of Missing, Abducted, Runaway and Thrownaway Children (NISMART-2). & THORN



Who are the perpetrators?

=8 WATE.COM

— 4 ON YOUR SIDE

/S WEATHER~ SPORTS~ COMMUNITY~ LIFESTYLE~ WATCH~ REPOR

Watercooler

Former 'Smallville' actress Allison Mi
arrested on federal sex trafficking
charges

-1 JUDGE ARRESTED

By: AP
Updated: Apr 21, 2018 11:01 AM EDT CHILD SEX CHARGES

Photo courtesy of WKRC, Local 12 in Cincinnati.

u

| DEVELOPING STORY |

; 4
NEW YORK - JULY 29: Actress Allison Mack attends the "Love, Loss, And What | I»’TE&E[“ZEE . TEN ARRESTED IN SEX TRAFFlCKlNG STlN
celebration at 44 1/2 on July 29, 2010 in New York City. (Photo by Bryan Bedder/Ge ONE SUSPECT IS A SCHOOL TEACHER




Grooming

« Grooming + Coercion = * Force/Fraud
Attachment

 Fraud: utilize social media,
infernet offers for music tryouts,

« Convince victims they love them , , It
and jobs in other cities

* Isolate victims from family, friends, . .
and school « Utilize Others: bottom girls,

madams, peers or relatives to

« Methodically strip away self-esteem recrult

and assert total control-mandating

how to walk, talk, what to wear, * In schools
when to eat, when to sleep, and
where 1o sleep . Online: Target those who display
vulnerabilities or participate in
 Get victim hooked on drugs to risky behaviors online

increase dependence

« Re-name victim-erase former identity
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Possible Warning Signs

» Suddenly withdraws or seeks  * Misses normal activities with

isolation unexplained absence
» Carries a lof of cash - Distinctive tattoos or
« Maintains poor personal branding mark
hygiene * Frequent school absences
« Dresses inappropriately for and/or poor performance
weather or setting * Inability of fear of social

iInferaction

- Unexplained sudden
INncrease in money, clothing,

 Resists being truthful or open

« Sustains bruises or
unexplained injuries
Dot P hJ d or other goods
« Dates a much older person :
P * [Inconsistency when

 Chats on internet with describing or recounting
strangers events

e Low self-esteem

y Source: Gems & Shared Hope International



1.

Reporting Child Trafficking

Where there is immediate danger
Call 211

If you believe you have identified a victim of human trafficking or
sexual exploitation, DO NOT intervene as this could put the victim in
more harm.

Memorize as many details as you can (i.e. approximate age of victim,
height, hair color, any distinct marks on body, location you saw
victim, license plate number, etc.).

Write down any suspicious activity or signs you identified (i.e. marks on
body, abnormal behavior, conversations, etc.)

For adults (over 18) report information to either:
TN Human Trafficking Hotline 1-855-558-6484
National Human Trafficking Hotline 1-888-373-7888 OR TEXT 233733

For minors (under 18) make a report to BOTH:
Tennessee DCS Intake Number 877.54. ABUSE (877.542.2873)
& TN Human Trafficking Hotline



STOPPING ONLINE project
EXPLOITATION
BEFORE IT BEGINS

post

Project POST: Positive Online Social Tools is o000 -

T

an internet safety video series curriculum which

4

trains youth to navigate online safely without ®
having to disconnect from the internet forever. C postive online social tools ‘D

ONLINE HABITS + BEHAVIORS
Challenges youth to think about online habits + risky behaviors they parti-
cipate in but don't realize are unsafe (l.e. sexting, checking in locations,

chatting with strangers, etc.).

PUBLIC + PERMANENT CONTENT

Educates youth on the permanence of + public acc-ess given to all cont-
ent the moment it's place online (i.e. nude photos, inappropriate videos +
slanderous comments, etc.)

\ POSITIVE ONLINE SOCIAL TOOLS
Teaches youth with positive online social tools they can use to navigate

,‘ online responsibly + safely.

CONSEQUENCES OF RISKY BEHAVIORS ONLINE

Discusses possible consequences of participating in risky behaviors on-

line (i.e. sextortion, sex trafficking, coercion, etc.), as well as addressing

tactics used to lure individuals into exploitation (i.e. predators,

vulnerabilities, victims, grooming).

REPORTING ONLINE EXPLOITATION

Encourages youth, that regardless of their decisions, we are on their side
and are here to help, and equips them with the tools necessary to report
victimization and online sexual exploitation.

For more information regarding Project POST or to request the STREE]
curriculum, contact Street Hope TN at infoestreethopetn.org.

—TN-
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How Do We END IT?

REPORT suspicious behavior

Stand Up Against Pornography
If there's no market, there’s no need for a product

SHARE
Schedule a DMST or Internet Safety Training for adults + youth

VOLUNTEER
Sign up for our newsletter at streethopefn.org to receive
nofifications on volunteer opportunities

PRAY
Join our Prayer Gatherings the last Tuesday night of every month
at 7pm at West Park Baptist Church

GIVE
Support our efforts to prevent sexual exploitation + provide a
path to restoration for child survivors of sex trafficking

Text GIVE to 629-219-2853



"You may choose to look the
other way, but you can never
again say that you did not
know.”

-William Wilberforce



Questions/Comments/Concerns?



For more information:

Street Hope TN
streethopetn.org

Samantha Hicks
samantha@streethopetn.org




